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Rights come in many different kinds: legal, moral, human, natural, and civil. I shall take it that the two main categories of rights are legal and moral and the other rights fall into one or another of these two categories. In Canada, there appears to be at least a partial legal right to privacy with respect to personal information held by the government. I shall return to this. The question I wish to raise is whether there is also a moral right to privacy. I shall not attempt to answer this question, which is too much to hope to accomplish in a dinner talk. Rather I shall try to set the framework for a discussion of the issue. I shall begin with one view about the general nature of rights and the status of privacy as a legal right in Canada. I shall then move on to a brief discussion of the nature of privacy. Finally, I shall close with some remarks about whether privacy has moral value.
A right is a claim that a person, a right holder, has against another, the duty holder, with respect to a benefit. The right holder’s claim against the duty holder entails that the duty holder has a duty with respect to the right holder and that if he does not fulfill his duty, he is open to a penalty. Let us consider an example of a legal right. In the Charter of Rights and Freedoms in the Canadian constitution in section 2 under Fundamental Freedoms everyone is guaranteed 'freedom of conscience and religion.' The latter part of this freedom can be put in rights language and taken to mean that everyone has a right to practice what religion he wishes. The right-holders in this case are those who reside in Canada, both citizens and non-citizens, the duty-holders are governments, the benefit is the practice of religion, the duty is that duty-holders not interfere with a right-holders’ practicing their religions, and the penalty for interference is a legally mandated sanction against those who interfere, for example a court order directing the government to cease applying an unconstitutional law. 
Rights can be over ridden and hedged in various ways. They can be over ridden by other rights. Female circumcision might be a religious practice in certain religions but it could be argued that young girls who are subjected to the practice have another right violated namely, the rights in section 7 which among other rights guarantee everyone the right to security of the person. It could be argued that in this case section 7 takes precedence over section 1(a). In addition, the rights in the Canadian Charter are hedged by section 1 which subjects them to 

such reasonable limits prescribed by law as can be demonstrably justified in a free and democratic society.

and the rights in section 2 and 7-15 can be over ridden by an act of Parliament or legislature by section 33, the famous notwithstanding clause.

Who or what then can be right-holders and duty-holders? Right-holders can include persons, both moral and natural, governments, countries, nations, linguistic and religious groups, and free associations. On some views, plants and animals, both individual and species are included within the range of moral rights, but in Canada not within the range of legal rights. Duty-holders are any entity that has the capacity to meet the obligations prescribed by a duty. This in turn necessitates actions, both positive and negative, which require on the part of the duty holder the capacity to form intentions, since having the ability to have intentions is a necessary condition for actions. Thus, only some of the right-holders can be duty holders. This would include some but not all persons and governments and perhaps countries, nations, and free associations, but probably not such entities as linguistic groups, unless there were a representative body that could act on behalf of the group. Children of a certain age fall within the category of persons who cannot be duty-holders, since it is thought that they cannot form the requisite intentions that are required for certain actions. Clearly, animals are excluded, since they too cannot form the requisite intentions.

What about the benefits, duties, and penalties? A benefit can be anything that is in the interest of a right holder, the duties can be not to interfere with a right holder’s enjoying a benefit or to provide him with a benefit, and the penalties can range from criticism and shunning to the full range of sanctions that can flow from the judicial system, including prison and in some states the death penalty. Benefits can be, then, goods, services, or actions; the duties correspondingly are to perform actions that either provide the goods, services, or actions required by the right or to desist from actions that prevent the right-holder from enjoying the goods and services or performing the actions to which he has a right. The distinction between the kinds of duties required on the part of a duty-holder give rise to positive and negative rights. Some rights are a right to receive the provision of a benefit, a positive right, and some rights are a right from interference, a negative right. In Canada, an example of the former is the right of English and French speaking citizens to have their children receive primary and secondary school instruction in their mother tongue in the provinces in which they reside, numbers warranting, and an example of the latter is the right of citizens and permanent residents to reside in any province. The educational rights give rise to a duty on the part of provincial governments for which education is a provincial power to provide the required type of education. The mobility right gives rise to a duty on the part of both provincial and federal governments to refrain from preventing citizens and permanent residents from residing in any province in which they wish to reside.

I have taken legal and moral rights to be the main distinction between kinds of rights. It is obvious that moral and legal rights are not co-extensive. Not all legal rights are moral rights and not all moral rights are legal rights. At one time in the United States, citizens had the legal right to own slaves. Surely, they had no moral right to do so. My wife has a moral right to my fidelity, and I have the corresponding duty not to perform certain acts. But in Canada I have not broken a law if I am not faithful to my wife and hence, my wife has no legal right to my fidelity. 

How then do legal and moral rights differ? I would suggest that one difference between legal and moral rights is the grounding or justification for the right. What makes something a legal right is a law that decrees implicitly or explicitly something to be a right. This requires a positive act of the entity empowered to make laws, that is, a legislature, an elected official, or even a king. In addition to those empowered to make laws, the justice system plays a role in grounding rights. By finding in existing laws rights that perhaps are not explicitly mentioned in the law, judges play a role in discovering or creating legal rights, depending on one’s views about judicial interpretation. So we can say that the justification for something’s being a legal right is that it is found in the law either implicitly or explicitly.

There is much debate about what makes something a moral right. What is fundamental is that it involves an important interest, an interest that can be connected to some other value, for example the right of freedom of speech and its connection to a democratic form of government, or it can be something that is of value in itself that is intrinsic to having a life that is of value, for example, for some people, the right to practice the religion of their choosing. We can say that the connection between a right and some interest grounds the right. I shall not attempt to answer what makes privacy a right, if it is one, other then trying to identify some of the interests to which it is connected. 
Whatever way we take it that makes something a moral right, most theorists hold that moral rights take precedence over legal rights. The commonly held view is that any law that is adopted should either be morally acceptable or morally neutral. It follows from this that any right a law gives rise to should not contravene a moral right and any legal right that is also a moral right is thereby doubly grounded. There are fierce battles about legal and moral rights and the relation between the two. Think of the debates around abortion, which is a legal right in many jurisdictions, but which some think to be immoral. 

Another difference between moral and legal rights is that the latter places an obligation on the part of the state in which the legal right is in effect either to protect the rights-holder from interference of others, including the state itself, if the right is a negative right, or to provide the benefit to the right holder, if the right is a positive right. The former has given rise to the modern state’s extensive police powers and elaborate justice system; the latter in many states to a range of social welfare and public services, including parks, roads, schools, hospitals, airports, and various forms of social insurance. Moral rights, which are not legal rights, place no such obligations on the state, although they place obligations on duty-holders not to interfere or to provide benefits. 
I now want to turn to a consideration of privacy as a legal right in Canada. There are two federal laws that explicitly govern privacy, the Privacy Act and the Personal Information Protection and Electronic Documents Act or Pipeda for short. In addition most of the provinces have privacy legislation. There are other laws that protect privacy, the laws against trespass and against unlawful search and seizure, for example. I shall however concentrate on the two recent federal laws. The purpose of the original federal act governing privacy is
… is to extend the present laws of Canada that protect the privacy of individuals with respect to personal information about themselves held by a government institution and that provide individuals with a right of access to that information.

There is very little explicitly about rights in the legislation, except an individual's right to have access to information about himself that is held by the government and the right to request correction of information held by the government that the individual thinks is erroneous. This would not mean that the law does not implicitly contain a right to privacy; it could if it contained the other elements laid out for a claim right, for example an explicit duty for an official to protect the privacy of citizens. In section 71.1 duties of the minister under which the Privacy Commissioner’s Office falls are laid out but these are not duties to protect the privacy of citizens with respect to the information held in the hands of government agencies. There are partial protections contained in the law in sections 7 and 8. Government institutions can collect personal information about individuals without their consent, but without their consent it cannot be used for other purposes than for which it was collected and it cannot be disclosed except under the conditions laid out 8.2. Perhaps, the right of privacy is implicit in the law for which there is case law that makes it explicit or is explicitly contained in other laws, but I shall leave this to the lawyers to work out. 

In the extension of the act in 2001 under Pipeda, the act was expanded to cover private sector organizations. This act recognizes a right to privacy. The purpose of the act is
… to establish, in an era in which technology increasingly facilitates the circulation and exchange of information, rules to govern the collection, use and disclosure of personal information in a manner that recognizes the right of privacy of individuals with respect to their personal information and the need of organizations to collect, use or disclose personal information for purposes that a reasonable person would consider appropriate in the circumstances. 
and

…to provide Canadians with a right of privacy with respect to their personal information that is collected, used or disclosed by an organization in the private sector in an era in which technology increasingly facilitates the collection and free flow of information.
Although the act applies to organizations in the private sector, it however excludes ‘any government institution to which the Privacy Act applies.’ But it does contain all the elements that are involved in a claim right. The right holders are individuals residing in Canada; the duty holders are organizations that collect personal information for commercial activities, the privacy commissioner, and the courts; the benefit is protection of an individual’s privacy; there are duties laid out for the duty holders and there are penalties for the duty holders who violate the law. The act contains many exceptions for various provisions, but even given these, it is clear that there is a partial legal right to privacy to Canada. I say that it is partial since the two acts don’t seem to cover personal information collected by federal government institutions to the same extent it covers personal information collected by commercial organizations. I should note that the right is a negative right. It is not incumbent on the state to provide an individual with a service or a good, but rather to protect the individual from intrusions into or violations of his privacy which amount to losses of his privacy. 

That there is a right to privacy in Canada says nothing about whether there is a moral right to privacy. Before this question can be considered, which I cannot take up here, something should be said about what privacy is, since a discussion about the nature of the right to privacy and whether there is such a right should rest on a clear idea about the nature of privacy. Privacy, I take it, is something that is possessed by individuals or groups. It is something that can be lost and in which there can be an intrusion or which can be invaded. The first two, I believe, are morally neutral. A loss or an intrusion does not imply that a moral harm has occurred. Invasion however is morally loaded. If privacy is invaded, then it is seems to be imply that a moral harm has occurred and perhaps that a right has been violated. So if we want to ask whether privacy has moral standing and is a moral right, we cannot set out in specifying its nature to include within the very specification that it is something which has a moral standing or to which a right attaches. 
The first attempt to lay out the nature of privacy and the reasons for its importance is the famous article by Warren and Brandeis, “The Right to Privacy.” There they take the right to privacy to be the right to be let alone, which they claim is a species of the right to life. So we can take it that someone has privacy when they are let alone and loses it when they are not let alone. A problem with this is that is not clear what it is for someone to be let alone. Do we let someone alone when we have access to information about him at a distance with an x-ray machine about which he is unaware? If this suffices for him to left alone, then as Judith Jarvis Thomson points out, there is a loss of his privacy but he has been left alone. In addition, as Thomson notes, if I hit someone over the head with a brick, I have not let him alone, but he does not thereby suffer a loss of his privacy. Thus, letting someone alone cannot be an account of privacy.
Alan F. Westin’s account of privacy has great weight in legal circles. He takes privacy to be “…the claim of individuals, groups, or institutions to determine for themselves when, how, and to what extent information about them is communicated to others” (p.7). I do not think that this account will do. I think that he is confusing the right of privacy with privacy itself. Privacy is the sort of thing that can be possessed, lost, and into which and of which there can be intrusions and invasions, but it makes no sense to say that a claim is something that is possessed, can be lost, or into which and of which there can be intrusions and invasions. Perhaps what Westin should have said is that the right to privacy of individuals, groups, or institutions is the right to determine for themselves when, how, and to what extent information about them is communicated to others. Then we can take privacy to be the ability of individuals, groups, or institutions to determine for themselves when, how, and to what extent information about them is communicated to others. A decrease then in this ability would be a loss of privacy. Suppose that the government passes a law that allows the tapping of telephones and permits any information so obtained to be disseminated, but no one has tapped anyone’s telephone under the new law. Clearly, there is a loss in my capacity to determine when, how and to what extent information about myself is to be communicated to others, but there is no loss in my privacy since no one has acted on the law. Or consider this example drawn from W. A. Parent. Suppose that I tell a friend a great deal of personal information about myself. In doing so I have not given up my control of this information, since I have determined when, who and how it would be known. In fact in telling my friend, I am exercising the control that I have over the information. Clearly with respect to the information divulged I have given up my privacy with respect to it. Hence, there can be a loss of control without a loss of privacy and a loss of privacy without a loss of control. 
I want to turn to Parent’s own account of privacy. He takes privacy to be “… the condition of not having undocumented personal knowledge about one possessed by others” (p. 169). Personal knowledge or information “… consists of facts about a person which most individuals in a given society at a given time do not want widely known about them…or facts about which a particular individual is acutely sensitive and which he therefore does not choose to reveal about himself” (p. 170). A fact is documented if it belongs to the public record. The thought is that if someone comes to know some information about me that I might wish he did not have through the public record, there is no loss to my privacy, since the information is already in the public record. Consider the following counterexample due to Dave Matheson. Imagine that there is a Rabbi who does not want anyone to know that he ate blood pudding, a non-kosher food, but this information had been published in the newspapers. Hence, it is then a matter of the public record. But it is long ago and everyone who knew what had appeared in the newspapers had passed away. So no one now knows his secret. Parent’s account would have it that with respect to this information the Rabbi has no privacy, but Dave claims quite correctly that since no one now knows that he ate blood pudding, this fact is something about him that is now private. What is missing from Parent’s analysis is that for a certain piece of information not to be private now someone must now have the information. Hence, there can be a loss of privacy in the past with respect to a certain piece of information when others find out about it, but the privacy with respect to the information can be regained if no one any longer possesses the information, even though the information is in the public record. 
There are two additional problems with Parent’s account. Firstly, it is stated in terms of knowledge. There are cases, I believe, in which there can be a loss of privacy when what others come to believe about the Rabbi, which he does not wish them to believe, is not true. Suppose that the Rabbi falsely believes that he ate blood pudding, but it wasn’t blood pudding after all, but rather a kosher sausage into which red dye had been injected. Suppose that he eats the sausage in the privacy of his home and Jones passing by looks through the open window and sees him eating the sausage and reports it in the newspaper that he ate blood sausage. Had he been eating a kosher sausage, he wouldn’t have been sensitive about whether others knew what he had eaten, but that they came to believe that he was eating blood sausage is a deep embarrassment to him even though what they believe is false. I think that in this case he has suffered a loss of privacy, but we could not say that others know that he ate blood sausage. Secondly, Parent’s analysis is stated in terms of a single person, but there is information that belongs to a group and not a single individual. Suppose that there is a secret society to which I belong which has rituals information about which the society wishes to keep from the public eye. If the rituals of the group were reported in the newspaper, but no names of members were reported, the group could claim that it had suffered a loss of its privacy, but no member could so claim a loss. 

Let us see whether we can pull these strands together and give an analysis of privacy.

S, where S can be an individual or a group, possess privacy with respect to some proposition, p, if and only 

(a) p is information (true or false) about S

(b) S does not wish or would not wish, if he were apprised of p, for others to believe that 
p or most others in his society do not wish or would not wish, if they were apprised of 
similar information about themselves, for others to believe this information.

(c) Others do not currently believe that p.

The information in (a) is not just information about your bank account, your medical records, and your sexual preferences, but any information about you that you or others in your society take to be sensitive information, that is, information that they would prefer that others not have. This includes your current thoughts about how someone sexually appeals to you, your beliefs about your colleagues’ intelligence or lack of it, your desires, fleeting as they might be, your hopes, ambitious, etc

The analysis above says nothing about what it is for someone to suffer a loss of his privacy. But it is easy enough to see how this would go. The Rabbi suffers a loss of his privacy, since there is some information about him, his having eaten blood sausage, which he doesn’t want anyone to know. Jones’s coming to know it then is sufficient for there to be a loss of the Rabbi’s privacy, although as Dave Matheson has noted Jones’ coming to believe that the Rabbi had eaten blood sausage because Jones had had a dream about the Rabbi won’t do. For the Rabbi to have suffered a loss of privacy, Jones must be warranted in his belief about the Rabbi. A loss of privacy is not sufficient, however, for there to be an intrusion into or an invasion of someone’s privacy. Suppose that Jones smells what he takes to be blood sausage on the Rabbi’s breath and comes to believe that he has eaten blood sausage. There is a loss of the Rabbi’s privacy but Jones has not intruded into his privacy or violated his right to privacy. For an intrusion or violation of a right to occur the way in which Jones comes to have the information must be examined. In both cases, there must be something that Jones does to obtain that information that he ought not to do. I shall not try to spell out what is involved in an intrusion into someone’s privacy or a violation of his right to privacy; I only want to point out that they must be kept distinct from a loss of privacy.
It might be thought that the analysis does not cover everything that is included in privacy, for example what is called physical privacy. Someone comes into my home uninvited. Clearly, there is a loss of my privacy. The analysis, I believe, covers this case. As Dave Matheson pointed out to me, the intruder has gained some information about me that I don’t wish him to have, namely, visual information about what the inside of my house looks like, what sorts of possessions I have, how I arrange my dwelling etc. Another case that some might think might not be covered in the analysis is the following. Imagine that I want to be alone and seek solitude by walking far out on a promontory to watch the bounding surf and think about the meaning of life. Someone who knows me spies me from afar and comes out to where I am sitting and plunks herself down beside me. She already knows what I look like and so doesn’t come to have any personal information about me that I wish to keep form others, but some might think that she has intruded in my privacy. I think that this confuses solitude with privacy. It is the former that is lost in this case, not the latter. 
This of course leaves it open as to whether privacy has a moral standing and whether there is a moral right to privacy. Certainly privacy is something that most people in our society value and have an interest in, but valuing something and having an interest in it, doesn’t endow it with moral properties. Someone might value and take an interest in his wine cellar, but this doesn’t give his wine cellar a moral value. So what is going to give privacy a moral value is the kind of interest or interests that are involved. Once it is clear what these are we can then raise the question as to whether they are the sorts of interests that have moral weight. And once we have settled on this it would then be open to consider whether privacy is something to which we have a moral right that should be protected, since for there to be a moral right to privacy, privacy itself must have moral value or it must be instrumental in promoting or protecting interests which have moral value. 
It is a very complex issue as to what interests are at stake since so many different and divergent interests have been cited in the literature. I shall consider only some of them. For what then is privacy necessary? That is, if we didn’t have it, what couldn’t we have? Let us imagine that nothing was private. Everyone has access to all and any information about us. Suppose that we were all mind readers and we could access all current and past thoughts of anyone we wished. What would each of us loss? Some regard privacy to be necessary for human dignity, respect for others, and the possibility of intimate relations. The thought is that if we had access to people’s passing thoughts about themselves and others, it would be difficult for them to maintain their dignity and for others to respect them. Think of all the libidinous or nasty thoughts that we have that are undignified and that we think would probably cause others to lose respect for us and treat us as not worthy of being treated with dignity. Moreover, since anyone could have access to our thoughts, including some of our most intimate thoughts, there wouldn’t any information that we could share only with those with whom we wish to have intimate relations. If having intimate relations with another demands that there be some information that we share only with that person, we couldn’t any longer have any intimate relations with others. If everyone knows everything about us, then there is no personal information to share with someone else which would make the relationship with that person special. So it would seem without privacy we couldn’t have the respect of others, we could not live lives with dignity, and we could not have intimate relations with others, which would exclude love and friendship from our lives. Clearly, all these are of moral worth and hence, it would seem that privacy has moral value since it seems necessary for respect, dignity, friendship, and love. 
I do not think that all of this shows that privacy, itself, is of moral worth. If someone finds out something about me that I do not wish them to know, because I am afraid of how it would affect my reputation, my loss of privacy itself does not have an affect on how the other thinks about me. It is this information the person has about me and his own attitudes towards it that might lead to his losing respect for me and to my reputation’s being tarnished. If the person had had a positive attitude about the information, then he wouldn’t have lost respect for me and my reputation wouldn’t have been affected. So it is not the loss of privacy that determines how others regard and treat us. It is rather the attitude that they have towards the information that is determinant. If this is correct, it shows that at least concerning dignity and respect, privacy’s importance is not that it has intrinsic value, but that it is instrumental in promoting things that have intrinsic moral value. There is much more to say here, since there are those who argue that privacy is not really necessary for intimate relations, since our having an intimate relation with someone depends more importantly on other factors than shared information, caring and loving for example. There are other things for which privacy is supposed to be necessary, freedom and autonomy and even the possibility of having a democratic society, for example. But I shall leave a consideration of these for another time.
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