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Most contemporary liberal democracies continue to pay lip-service to John Stuart Mill’s
famous harm principle, which he articulated as follows:

[T]he only purpose for which power can be rightfully exercised over any
member of a civilized community, against his will, is to prevent harm to
others. His own good, either physical or moral, is not sufficient warrant.
He cannot rightfully be compelled to do or forbear because it will be better
for him to do so, because it will make him happier, because, in the opinion
of others, to do so would be wise, or even right... The only part of the
conduct of anyone, for which he is amenable to society, is that which
concerns others. In the part which merely concerns himself, his
independence is, of right, absolute. Over himself, over his own body and
mind, the individual is sovereign.'

The harm principle privileges liberty over self-security. It is Mill’s antidote against a state
induced paternalism that would protect people from themselves by treating them as
though their personal safety mattered more than their individual liberty.” In this sense,
one can understand Mill as saying that

coercion can only be justified to prevent harm to unconsenting others, not
to prevent harm to which the actors competently consent. The harm
principle creates a ‘zone of privacy’ for consensual or ‘self-regarding’
acts, within which individuals may do what they wish and the state has no
business interfering, even with the benevolent motive of a paternalist.’

No stranger to tobacco, one wonders how Mill might feel if he were living in the UK
today and saw a picture of an impotent cig on his pack o’ smokes?* While it is true that
the British Government is not forcing him to quit smoking outright, its paid consultants
do provide a rather strong disincentive by suggesting that smoking will lead to
undesirable conjugal consequences. If Mill were still kicking around, how long would it
take him to sniff out this new brand of paternalism?’

Libertarian paternalism® purports to have Mill’s cake and eat it too. The oxymoron is
this: while people are “free to choose,” they are concurrently provided with cognitive
escorts that lead them to do the right thing. Soft paternalism, as it is more often called,
seeks to invoke self-conscious efforts of public or private institutions to steer peoples’
choices in directions that will improve their own welfare. Does the Government think its
workers should save a portion of their earnings for retirement? No need to ram it down
their throats with controversial legislation. Simply change the default rules for a pension
program from non-enrolment to automatic enrolment.” Human nature (read: inertia) will
do the rest. This rather new style of regulating citizens’ behaviour has emerged from



decades of research suggesting people are not quite as rational® as classical economists
once hoped. According to many behavioral economists, people are only boundedly
rational’ -- an academic term used to articulate and examine human limitations in
decision-making.

Claiming to know our fallibilities better than we do, soft paternalists do not bother with
objectionable prohibitions. Instead, they seek to aid us in making “correct” decisions;
they guide us towards the alternatives that we would-have-chosen had we been exercising
will-power and foresight.'” Emphasizing the social benefits of soft paternalism, the
supporters of this approach favour government initiatives that engineer peoples’ decision-
making toward a particular outcome while, at the same time, preserving the possibility of
choice for those supererogatory actors willing and able to buck the psychological norm."'
They say this form of paternalism is justified (or at least “softened”) by virtue of consent
— or, at very least, a lack of dissent.

Soft paternalists are not the only ones to have learned from the behavioral sciences.
Many businesses and governments involved in the information trade have recently
recognized that a kinder and gentler approach to personal information collection works
just as well and if not better than old school surveillance. They too are exploiting
people’s cognitive tendencies in order to persuade them to willingly part with their
personal information. Echoing the recent shift in popularity from hard to soft
paternalism, both public and private sector surveillance are increasingly relying on what
Gary Marx refers to as “soft” measures. '

This article investigates the nature of soft surveillance and the manner in which
organizations are using certain cognitive tendencies to dissuade people from fully
actualizing various rights otherwise afforded by Canadian privacy law, with a special
focus on the Personal Information Protection and Electronic Documents Act (PIPEDA)
specifically. > Through an examination of recent interdisciplinary scholarship in the
fields of psychology and decision theory, we demonstrate that consent-gathering
processes are often engineered to quietly skew individual decision-making while
preserving the illusion of free choice. After contemplating the importance of setting a
high threshold for consent in the collection, use, and disclosure of personal information,
we highlight the inadequacies of current privacy laws in dealing with the consequences of
soft paternalism and soft surveillance. In our analysis of a typical decision-making
process (trading personal information in exchange for “free” online services), we
conclude that PIPEDA’s perceived remedy — the “withdrawal of consent” provisions —
will not generally provide effective relief. '* Consequently, we articulate the need for a
much higher original threshold of consent in privacy law than in contract law.

l. Soft Surveillance

When one considers the global uptake of the information trade, it is not unreasonable to
expect that informational privacy will be to this century what liberty was in the time of
John Stuart Mill. Our ability to determine for ourselves when, how, and to what extent
our personal information is communicated'” is globally recognized as an important aspect



of personal liberty and self-determination.'® Nevertheless, the data gathering process is
increasingly incorporated into people’s daily routines and has therefore become more
obfuscated and harder to control.

One reason for this is the increasing engagement of governments and corporations in
what Gary Marx has called mandatory volunteerism — “disingenuous communications
that seek to create the impression that one is volunteering when that really isn’t the
case.”’” For example, Canadian airports announce:

Notice: Security measures are being taken to observe and inspect persons.
No passengers are obliged to submit to a search of persons or goods if they
choose not to board our aircraft.”'®

Empowered by self-determination, the passenger can choose between volunteering to be
searched and not taking their flight. (Yeah, right.) In other contexts, consumers are asked
to “volunteer” their name, address, telephone number, email, and postal code, if they
want access to online services. Other examples of typical soft surveillance include:
recording help-line conversations for customers’ “quality assurance purposes;” creating
free interactive online characters that play with or teach children by asking them
questions about the products their families use;'’ seeking customers’ phone numbers
when they sign up for a new service in case there are any problems; offering downloads
to anyone willing to click “I Agree” to an unending string of boilerplate legalese in an
End User License Agreement.

The above examples present the sharing of personal information as either necessary for
improved customer services or an opportunity gain the positive feelings associated with
“volunteering”: the informational subject can only benefit by providing their data. This
illustrates how, like soft paternalists, the architects of soft surveillance also aim to steer
people’s choices. However, they do not necessarily do so with regard to improving
general social welfare. In many instances, they do it merely as a means of improving
their own ability to collect personal information.*’

Compared to traditional Soviet watchtowers or London’s omnipresent CCTV cameras,
soft surveillance techniques often have relatively “low visibility, or are invisible.”*' As
Marx notes, “[w]ith the trend towards ubiquitous computing, surveillance and sensors in
one sense disappear into ordinary activities and objects [such as] cars, cell phones, toilets,
buildings, clothes, and even bodies.”** In-car GPS systems transmit information about a
person’s whereabouts and credit card companies collect data about type, time, and
location of purchases via credit card purchases.> A person can volunteer their D.N.A.
via a mouth-swab in order to help solve a local crime.** These examples illustrate how
the employment of universal and automated information collection strategies make it
easier for people to “volunteer” very comprehensive personal information. Corporations
have made the conscious volunteering of personal information more palatable by
universalizing the practice. Being asked by a cashier for your phone number is now a
common shopping experience.



The universalization of data collection often reduces the need for organizations to use
coercive measures. People often say that they value privacy,” yet their actions seldom
reflect this belief. ° With increasing regularity, people are complacently parting with
their personal information, readily consenting to its collection, regardless of purpose. >’
As data gathering is increasingly incorporated into people’s daily routine, it is becoming
taken for granted.”®

While the sway of soft surveillance is superficially innocuous, it is crucial to underscore
that most people are oblivious to the influences that they are under and those who are
aware of these influences are easily made to forget. Though people do in fact retain the
freedom to reject the choice that is being softly promoted, psychological barriers
predictably discourage them from doing so. As Edward Glaeser writes, “[t]he literature
on self-control*’ and hyperbolic discounting™ argues that people would want to refrain
from certain actions if they only could. The bounded rationality literature argues that
people face severe cognitive limitations and often make bad decisions.”™' The magic of
soft surveillance (and soft paternalism) is in its misdirection: it encourages compliance
by co-opting cognitive constraints, all the while maintaining the illusion of choice. While
the prevalence of “hard" surveillance remains unchanged, the “culture and practice of
social control is changing’” as these softer measures become more effective.

1. The Appropriate Threshold for Consent in Privacy Law

If behaviorists are correct and human choice can indeed be so easily manipulated, the
notion of consent becomes privacy’s linchpin. Consent is a kind of nexus; it is the
interface between human beings and our increasingly automated information gathering
and dissemination tools. Consent purports to act as a kind of guardian of personal
information. Except where it is unreasonable to require or otherwise inappropriate to
obtain, privacy law requires the “knowledge and consent” of an individual for the
collection, use, or disclosure of her personal information. Recognizing this, the current
Privacy Commissioner of Canada, Jennifer Stoddart, has described consent as “the
fundamental principle on which PIPEDA is based.”

Although data protection laws around the globe generally require consent prior to the
collection, use, or disclosure of most personal information, it is our contention that
privacy laws based on Fair Information Practice Principles (FIPPs) must be understood
as setting higher thresholds for obtaining consent than would otherwise be afforded by
way of private ordering.>* A number of the provisions of PIPEDA illustrate the
legislative creation of this higher threshold. Principle 4.3 of Sch. I requires knowledge
and consent; the data subject must be said to have knowingly consent to the collection,
use, or disclosure of personal information, except where inappropriate.” This differs
markedly from the private law where a party to a contract can be held to its terms even if
it has neither read nor understood them. A further provision® requires consent to be
“obtained in a meaningful way, generally requiring that organizations communicate the
purposes for collection, so that the person will reasonably know and understand how the
information will be collected, used, or disclosed.”’ PIPEDA also creates a higher
threshold for consent by contemplating “different forms of consent depending on the



nature of the information and its sensitivity.”® Information said to be “sensitive” will
generally require more detailed” reasons justifying its collection and, in some instances,
express consent.”” Moreover, unlike the law of contracts, where consent is seen as a
single transactional moment- typically signaling a ‘state change’ that cannot be ‘un-
done’, s. 4.3.8 of Sch. I of PIPEDA generally allows the information subject to withdraw
consent at any time.** On basis of these provisions, PIPEDA’s consent model is best
understood as providing an ongoing act of agency to the information subject and is a
much more robust than the usual model for consent in private law which treats consent as
an isolated moment of contractual agreement during an information exchange.

Although the collection, use, and disclosure of personal information pursuant to PIPEDA
generally require “knowledge and consent,”*' the notion of consent is nowhere defined in
the Act. In its broader common law context, consent is often characterized as “freely
given agreement.”* More specifically, consent is described as:

...voluntary agreement by a person in the possession and exercise of
sufficient mental capacity to make an intelligent choice to do something
proposed by another. It supposes a physical power to act, a moral power
of acting, and a serious, determined, and free use of these powers.
Consent is implied in every agreement. It is an act unclouded by fraud,
duress, or sometimes even mistake.*

Because the “voluntary agreement” aspect is so central, consent is often linked to the
legal paradigm of contract. The notion of an agreement, contractual or otherwise, usually
presupposes some particular aim or object. One never agrees in a vacuum; rather one
agrees t0 something, or with something. In private law, certainly in contract law, consent
is understood as inherently transactional. It is a definable moment that occurs when the
parties crystallize the terms and conditions upon which they agree. Contractual consent is
determined at the moment parties communicate their intention to be bound by that
agreement.*® Whether executed or executory,” contractual consent is expressed in an
instant. Once the parties have achieved consensus, the contract is in place and the
obligations become fixed.

Unlike the law of contracts, where consent is seen as a single transactional moment,
PIPEDA generally allows the information subject to withdraw consent at any time.*°
PIPEDA is predicated on the notion that individuals have a right to control personal
information about them. This ongoing right of control is reinforced in law by the
corollary requirement of ongoing consent codified in Principle 4.3.8 of PIPEDA."’
Consequently, unless they surrender it,*”* individuals retain ultimate control over their
personal information and can withdraw consent at any time.** Organizations wishing to
use personal information must obtain the ongoing consent of the information subject for
continued use. In other words, the continued use of personal information must be
understood as a necessary consequence of the information subject’s continuing consent to
its use and not merely as a consequence of the initial consent to collect the information.



Taken altogether, the consent provisions in PIPEDA strongly suggest that consent acts
like a “license” that permits some limited collection, use, or disclosure.”® Thus, the
consent given to an organization to use an individual’s personal information is
necessarily restricted and does not give the organization ultimate control over personal
information in perpetuity. Principle 4.5 buttresses this view by disallowing an
organization from retaining personal information indefinitely.>* This provision, in
conjunction with others mentioned above,” is meant to place the individual in control of
her personal information at all times signaling that her consent is an ongoing act of
agency. PIPEDA’s framework supports this contention as exemplified by the Sch. I
Principles. Organizations are to be open about their information management practices,’
presumably in order for individuals to make informed initial decisions and revisit those
decisions when and if necessary.

The ability to withdraw consent is but one of the possible responses available to an
individual managing her personal information. Individuals also have a right of access to
their personal information® and a corresponding right to challenge the accuracy or
completeness of that information. Furthermore, individuals have the power to challenge
an organization’s compliance with the requirements of PIPEDA.” They can do this via a
complaint to the Privacy Commissioner’® and, if necessary, by proceeding to Federal
Court after the Privacy Commissioner releases a report of her findings in the matter.”’

I11.  Psychological Barriers to Meaningful Consent

Like Mill’s harm principle, the theory of consent-as-ongoing-agency articulated above
would seem to be a promising antidote to the erosion of individual privacy rights in the
age of ubiquitous computing and soft surveillance. Certainly, this is what former Privacy
Commissioner of Canada, Bruce Phillips, thought when he proclaimed that Canada’s
private sector privacy law

...constitutes the first determined effort to place a check upon, and
ultimately to reverse, the massive erosion of individual privacy rights
brought about by the application of computer and communications
technology in the commercial world.”®

That said, the full potential of the consent model may be compromised in practice due to
predictable psychological tendencies that prevent people from giving fully considered
consent and withdrawing it once given. As companies and governments become
increasingly adept at automating the consent process, it will be important to understand
how psychological factors affect: (i) a person’s ability to consent to the release of her
personal information; (ii) a company’s ability to ensure ongoing-consent; and (iii) an
individual’s ability to meaningfully choose to withdraw consent. Such an investigation,
thus far absent in the Canadian privacy law and policy literature, is essential. It’s
important because a systemic failure in the consent process, not to mention an meaningful
opportunity to exercise the right to withdraw consent, reduces the consent principle to
little more than the transactional moment of private ordering, thereby rendering the



interpretation and application of PIPEDA’s new, robust, ongoing consent provisions
practically useless.

To illustrate the kind of psychological constraints that people face, let’s consider a
hypothetical situation that addresses the following question: why do people consent to an
organization’s demand for personal information and then, generally, not review, revise,
or withdraw their consent?

Jij is representative of the majority of North Americans who are “very concerned about
privacy.” Recently, Jij’s friend recommended that she read a series of articles posted
on the Globe and Mail website which, from the articles’ titles, looked interesting.®’ The
website offers immediate access — with two catches: Jij has to pay 4.95$ and register as a
user by providing and consenting to the Globe’s use of her personal information. Jij faces
a common dilemma. In order to gain the immediate benefit of reading the articles she
must accept the loss of both a little money and control over her informational privacy.
Having a basic understanding of privacy law, Jij knows that if she chooses to consent to
the use of her personal information, she can, at any time, withdraw her consent.

Will Jij provide her personal information and consent to its use in order to read the
article? If she does, will she ever withdraw her consent after the articles are read? Much
will depend on various psychological factors influencing how Jij makes these decisions.
Our analysis suggests that in the context of privacy decisions such as this, these factors
combine to increase the likelihood that consent will be offered initially, and reduce the
likelihood that, once given, it will be withdrawn..®’

Typically, an individual considering initial consent weighs the subjective value of an
immediate gain (e.g., of access to the Globe and Mail) against the subjective value of a
less salient loss (e.g., control over personal information). Although the ramifications of
the loss are significant, these consequences occur in the future and as a result have less
impact on the decision. In contrast, withdrawing consent typically results in the
immediate 10ss of access to the article and the relatively distant, ephemeral, and
potentially partially illusory gain of control over her personal information.®
Consequently, it is important to consider when, and to some extent whether, Jij
experiences the benefits and losses associated with her decisions about consent.

It is well known in decision theory that subjective utility — that is, the personal value of an
outcome — changes depending on when the outcome will be experienced. ©* In particular,
the subjective value of a benefit or loss that Jij experiences today is greater than the
current subjective value of that same benefit or loss received some time in the future.
While the exact form of this discounting function is subject of much debate,** the
existence of discounting is universally accepted. So, when making her initial decision, in
a sense Jij is weighing an immediate benefit (being able to read the articles) against a loss
of information privacy whose effects are somewhat removed, both temporally and in
terms of overall salience. The result is that the negative value of the privacy loss is
reduced because it occurs in the future, and the value of this loss relative to the gain of



access to the article is reduced. This, in turn, makes it more likely that Jij to initially
consent to the collection of her personal information.

In contrast, a decision to withdraw consent involves a comparison between an immediate
loss of access and a distant and ephemeral benefit of regaining control of her information.
She will no longer be able to access the articles.” In this case, discounting tends to
discourage her from withdrawing her consent. The literature on decision theory also
suggests that although both gains and losses lose value as they are moved into the future
the rate of change is faster for gains than for losses.”® When Jij considers the decision to
withdraw consent, the loss associated with being denied access is tangibly immediate; the
gain of regaining control of her information, however, is not. The value of the gain is
reduced to the extent that she sees the privacy protection being realized in the future.
This effect is magnified by the difference in the rate of change between losses and gains;
because it is a gain that is distant in time, is it devalued at a faster rate than a loss.

Other aspects of the situation could have the similar effect of biasing Jij’s decisions
against withdrawing consent. Bias arises from what is, essentially, a re-weighting of the
gains and losses associated with consent after the initial decision has been made. It’s a
direct result of the decision itself. According to prospect theory,”’ decisions are made in
a context where losses loom larger than gains and outcomes are evaluated against an
anchor point or implicit comparator. If the decision under consideration is whether to
offer consent in the first place, prospect theory predicts that the most salient effect is the
immediate gain: currently, Jij doesn’t have access to the information she wants and by
consenting, she gains that access. By contrast, if her decision were to withdraw consent, it
is likely that the most salient outcome would be the 10Ss of access. Prospect theory states
that losses are weighted more heavily in decision making than are gains. By extension,
when consent is withdrawn, the negative value of the loss of access would be greater than
the positive value of access gained when consent was initially offered. Such an outcome
is also known as the endowment effect. It is reflected in the tendency to value an object
more when one owns it.®® In Jij’s case, it results in her placing increased importance on
the ability to access the Globe’s online articles once she has gained the ability to do so.

Another psychological factor known as cognitive dissonance® will also cause Jij to re-
weigh the gains and losses associated with her initial consent. This, in turn, will effect
her decision whether to later withdraw her consent. According to the theory of cognitive
dissonance, having inconsistent beliefs or acting in a way that is inconsistent with one’s
beliefs can give rise to an uncomfortable psychological state. Jij likes to think of herself
as a consistent person making careful and considered choices based on her values. Yet, if
she has consented to the sweeping use of her personal information in return for access to
the Globe online, she has acted in a way that was inconsistent with her own values. She is
not alone in this inconsistency. According to a recent PEW survey, 60% of all Americans
are “very concerned” about privacy, while at the same time 54% have shared personal
information in order to get access to a web site, and an additional 10% are willing to
provide this information if asked.” Therefore, at least one quarter of those surveyed have
acted or are prepared to act with inconsistency similar to Jij’s.



Such inconsistency can be psychologically uncomfortable: people generally don’t enjoy
feeling like hypocrites. Moreover, Jij finds herself in a situation that has all the hallmarks
of one that is likely to cause this discomfort:”" (i) Jij feels personally responsible for her
own decision to consent and thus cannot blame her actions on someone or something
else; (ii) Jij understands that, as a direct result of her decision, her privacy, which is
something she values, has been compromised; (iii) the justification for her decision is
relatively weak since she could, with relatively little effort, have accessed the article
through other means; and (iv) she has clearly made a free choice to release her personal
information.”?

In the context of information privacy, cognitive dissonance becomes problematic in the
way people seek to alleviate the discomfort they experience. Psychological research
suggests that people resolve cognitive dissonance through one of three mechanisms.” Jij
might trivialize some of her competing cognitions by convincing herself that the privacy
violation in this case is not important or that privacy itself is overvalued.”* Alternatively,
Jij could selectively seek information consistent with her decision. In the realm of
consumption, this translates into selective attention to positive product information
regarding a chosen alternative.”” In the current situation, this might mean that Jij would
selectively search search for and attend to information suggesting that the collection and
use of personal information by the Globe does not constitute a privacy violation since the
Globe has a privacy policy and therefore, they must be privacy compliant.”® As a third
possibility, Jij might decide to change her attitude, opinion, or behaviour.”” She could,
for example, modify her attitude toward information privacy by considering privacy to be
less important, or she could perhaps place less value on her privacy with regard to the
particular information she disclosed to the Globe.

Each of these resolutions would mitigate Jij’s current state of psychological discomfort;
however, each reduces the likelihood that Jij will later withdraw her consent. In fact, once
she has successfully resolved the dissonance, there is little reason for her to go back and
revisit her original consent: after all, she now perceives the initial decision as consistent
with the only value that would lead her to revoke it (that is, her valuing of privacy). This
is not to say that she couldn’t withdraw her consent. She could. However, the principle of
cognitive dissonance suggests that she may not be motivated to do so. It is safe to assume
that the architects of soft surveillance are generally aware of this and exploit it to their
own ends.

V. Conclusion

Cognitive dissonance, prospect theory, and discounted subjective utility have been shown
to apply to decision making in a wide variety of contexts and there is no reason to think
that they are not also applicable to decisions about giving or later withdrawing consent. ®
These theories predict a variety of decision biases that would facilitate the social
engineering of choice: leading individuals in a particular direction when making an initial
decision and encouraging them thereafter to maintain the status quo.”” Together, these
theories illustrate how psychological factors tend to increase the likelihood of initial
consent and form cognitive barriers to the later withdrawal of consent.



Acquisti and Grossklags argue that “we need to incorporate more accurate models of
users’ behavior into the formulation of both policy and technology.”® In the privacy
context, this point cannot be overemphasized. Decision biases, created by the
psychological factors discussed above, have obvious implications for any theory of
meaningful consent and necessarily effect consent-based policy. If privacy legislation is
to providing people with meaningful control over their personal information, it must
employ a model of consent formation that accurately reflects people’s behavior. The
following reasons illustrate why such legislation can’t force people to behave according
to a theoretical model of consent. First, it is difficult to disabuse decision makers of the
biases and heuristics that influence their decision making. Second, one cannot expect
individuals who are unaware of the implications of consenting to the collection, use, or
disclosure of personal information to recognize, let alone remedy, their tendency to “stick
with” their initial consent. Third, many people currently share a general impression that
consenting to the use of personal information is an all-or-nothing, take-it-or-leave-it,
instantaneous transaction; an offer that they cannot refuse.

The consent model for PIPEDA and similar FIPPs-based legislations, properly
understood, has some ability to respond to the above concerns. Recognizing privacy
law’s higher threshold for consent provides the fulcrum for understanding data protection
regimes as more than just default contracting rules in the information trade. By providing
a regime premised on the notion of consent-as-ongoing-agency, FIPPs-based privacy
laws require that organizations revise many of their current practices and policies.
Unfortunately, most organizations continue to treat consent as a transactional moment,
using standard form, clickwrap agreements as a means of obtaining overarching
“consent” (read: assent) to excessive collection, use and disclosure of personal
information. This archaic, 19 century, laissez-faire, freedom-to-contract mentality fails
to recognize the higher threshold assigned to consent in the privacy law context.®' It also
fails to recognize the unique role that consent is meant to play as the nexus between
people and information technology.

Information-seeking institutions engaged in soft paternalism and soft surveillance will
obviously prefer consent to be conceived of as a transactional moment. This approach
allows them to engineer the consent-seeking process so that individuals are steered
towards automatically offering up their consent to the collection, use, and disclosure of
their personal information without further reflection. The increasing use of soft
surveillance indicates that governments and corporations have begun to realize the
behavioral consequences of the psychological tendencies discussed in this article.
Whether soft paternalism is used to increase pension contributions or soft surveillance is
employed in the interests of airport security, corporations and governments are becoming
psych-savvy. They are increasingly adept at harnessing people’s cognitive tendencies to
further their own ends.

Although there have been a number of complaints about the limitations of PIPEDA
resulting from the compromises that were made during its enactment,* the Act does
inspire the possibility of a much more robust and meaningful threshold for consent. As



the Government of Canada moves towards its statutory review of PIPEDA,* it is time to
start thinking more deeply about what further improvements and what additional
institutions are required to more fully articulate and enforce privacy law’s higher
threshold of consent so that it lives up to the Privacy Commissioner of Canada’s claim
that it is “the fundamental principle on which PIPEDA is based.”™
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