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“I like to think

      (right now, please!)

of a cybernetic forest

filled with pines and electronics

where deer stroll peacefully

past computers

as if they were flowers

with spinning blossoms.”(
Introduction

In this paper I will argue that Canadian Courts need to modify the reasonable expectation of privacy standard so that it can adapt to the trend in society toward increased sharing of personal information within the commercial context.  In Part I, I will discuss the threat that commercial information poses to individual privacy with particular emphasis on the collection and use of information obtained through commercial activities including the use of commercial products such as cars and cell phones.  I will examine two factors of concern to privacy advocates: firstly, I will discuss how the increase in collection of personal information by commercial entities has the danger of eroding our individual privacy.  Even when specific pieces of information, which may not be revealing on their own, are collected, a threat to privacy arises in this context when massive amounts of such data are aggregated and analyzed to produce invasive individual profiles.  Secondly, I will discuss the threat that is emerging as consumer products become more intrusive and collect data on us.  Such monitoring and data collection is often justified on the grounds of the need to ensure consumer safety.  These devices have functioned and will continue to function as Trojan horses by providing law enforcement agents with information that was once impossible or impractical to obtain.  Once in the hands of the state, this information has been and will be re-interpreted and used for purposes unintended by the commercial entities who installed the devices and collected the information about us.  
Following an overview of the development and implementation of the Personal Information Protection and Electronic Documents Act (PIPEDA) 
, I will argue that this legislation is evidence that the federal government has recognized that individuals have a privacy interest in commercial data collected about them and their activities, even when such data may only pose an immediate threat to privacy when it is collected together in order to assemble a profile of an individual.  Although PIPEDA has significant limitations and will likely be interpreted as having limited application, I submit that the Act still signals a change in attitude toward the privacy interest Canadians have in commercial information collected about them since 1993 in the Supreme Court of Canada decision of R. v. Plant.  Given the increasing threat to our privacy inherent in the information gathering practices of today’s commercial entities, and in order to reflect the new approach adopted by the federal government, it is necessary for Canadian Courts to reconsider the reasonable expectation of privacy standard.  
In Part II, I will explain why the reasonable expectation of privacy standard applied by Canadian Courts in the context of search and seizure should reflect this newly recognized privacy interest.  After outlining the role of the reasonable expectation of privacy within the analysis of section 8 of the Charter, I will focus on the need for Canadian Courts to recognize the threat to privacy posed by commercial information.  I urge the Courts to adopt a new approach to interpreting the reasonable expectation of privacy that reflects the federal government’s perspective and acknowledges that the use and collection of commercial information constitutes an emerging threat to privacy.   

Part I: The Threat that Commercial Information Poses to Privacy and the Federal Government's Response 

Our commercial activities are increasingly eroding our individual privacy.  A key concern for privacy advocates is collection of consumer information and the use of that information to create profiles of individuals when associated with other pieces of information gathered about us.  Gary T Marx notes:

The power of governmental and private organizations to compel disclosure, whether based on law or circumstance, and to aggregate, analyse and distribute personal information is growing rapidly….the collection of information often occurs invisibly, automatically, and remotely – being built into routine activities.  Awareness and genuine consent on the part of the data subject may be lacking.  The amount of personal information collected is increasing….data in diverse forms from widely separated geographic areas, organizations, and time periods ca be easily merged and analysed.  In relatively unrestrained fashion new (and old) organizations are capturing, combining, and selling this information or putting it to novel internal uses….The increased availability of personal information is a tiny strand in the constant expansion of knowledge witnessed in the past two centuries and of the centrality of information to the working of contemporary society

As technology facilitates the ability to compile more and more data with every commercial transaction or activity, the ability to create profiles increases.  Although when a specific piece of commercial data that has been collected may not be particularly revealing, it is the cross-referencing and examination of an abundance of small pieces of data collected through commercial activities and other interactions which results in the development of detailed profiles of individuals.  Helen Nissenbaum notes:
Data subjects and the harvesters of information alike are keenly aware of the qualitative shift that can occur when individual bits of data are compiled into profiles….an aggregate can incorporate a richer portrait of the individual than even the bits taken together (i.e., the whole being more than the sum of parts) as it may include not only information explicitly given but information inferred from that which has been given

As technology advances this threat becomes more imminent.  Arthur J. Cockfield notes: 

Information technology developments have enhanced the ability of the private sector to collect detailed information about customers and employees. Businesses have historically tracked their customers’ behaviour (e.g., through credit card purchases) and have often sold this information to third parties. Information technology developments now permit the collection and storage of an enormous quantity of detailed transactional information, and also allow for relationships to be drawn between formerly discrete identities.   Through information technologies, companies can cheaply and easily collect information about consumer transactions and connect it to provide a detailed picture of a person's identity.

Furthermore, the fact that all of our internet activities, including information disclosed via “opt-in marketing schemes” is recorded and analyzed by commercial entities means that doing business online poses a threat to individual privacy.
  Mary J. Culnan and Robert J. Bies note:
…information technology (IT) continues to increase in capability and to decline in cost, allowing information to be used in ways that were previously impossible or economically unfeasible.  As a by-product of each marketing transaction, consumers leave more and more electronic footprints.  Companies are able to record the details of any customer transaction at the point-of-sale, to store vast quantities of data in their data warehouses, and to use these data to execute sophisticated marketing programs with a business partner or alone.  

…

In cyberspace browsing becomes a point-of-sale transaction.  Not only is the firm able to record traditional interactions with their customers, but because online systems provide the capability to record customers’ ‘mouse tracks,’ marketers are also able to record how consumers move through their web sites and to build profiles based on what formerly was a passive, private activity. 

Also of concern is the fact that “governments are increasingly tapping into databases of personal information previously collected by businesses.”
  
Cockfield notes that in Canada there are limited legislative and common law restraints on private sector information gathering practices.  He argues that this is so since “non- governmental surveillance, at least on the surface, does not appear to erode democratic values; businesses are simply trying to do a better job of selling their products to consumers who can always refuse to buy them.”
  However, Cockfield argues, the emergence of new surveillance practices is inherently a threat to privacy rights since the state itself could use the surveillance data produced or the apparatus that has evolved to conduct further monitoring of individuals and to create detailed profiles of individuals.

The means by which information is collected by commercial entities is also multiplying rapidly and emerging in novel forms.  Perhaps the most alarming trend is the popularity of features in products and gadgets that many Canadians use.  Jennifer Stoddart, Canada’s Privacy Commissioner, in reference to cellphones, event data recorders (EDRs or ‘black boxes’) and other new technologies, said recently: “[w]hatever the new gadgets are, I think we need to develop a coherent set of principles to protect Canadians’ privacy.  Technology has been growing faster than we’ve been able to get a handle on.  Rather than going after each new one – because they develop at a rapid rate – I would like our office to look at what are the principles to be applied.”
   Furthermore, there is a dangerous pattern emerging with modern commercial high-tech features in cars: initially the information collection and monitoring capabilities of the devices is justified on the grounds of individual consumer safety, but as new uses of the information are identified by law enforcement the devices are used to as mechanisms for individual surveillance.
  This trend is evident when examining the implementation of black boxes by car manufacturers and the recent use of these devices by law enforcement agents in investigating crimes.
EDRs or ‘black boxes’ were introduced into automobiles during the 1990s by manufactures in order to monitor the effectiveness of airbags and are currently in all cars produced by General Motors and Ford.
  Through these devices, the electronic sensors used to determine when car airbags should be deployed also capture information such as the car’s speed, the engine’s speed, the position of the gas pedal, whether seatbelts were fastened and whether the brakes were applied during the last seconds prior to a collusion.  This data is stored in the black boxes. 
  Admittedly, current black boxes are not sophisticated tools and have limited memory; “[a]fter a collision, the black box contains a record of what was happening in the last seconds before the impact.” 
  The data itself is also potentially misleading.
   Still, in the U.S., the National Highway Traffic Safety Administration, is considering requiring car manufacturers to install black boxes on all new cars
 and the U.S. federal government is contemplating the development of standards for collecting and accessing black box information.
  
The first time a Canadian Court accepted black box data from an automobile as evidence was in the recent case of R. v. Gauthier.
  In Gauthier, the black box in the accused’s car revealed that he was driving at a speed of 157km/h (more than three times the speed limit) moments before colliding with another vehicle in Montreal in April, 2001.  The crash killed Yacine Zinet and injured Mr. Zinet’s passenger. The black box revealed that four seconds before impact Mr. Gauthier “had the gas pedal to the floor, and did not brake.” 
  Montreal police obtained a warrant to seize the black box from Mr. Gauthier’s car after being unable to determine the speed of his car upon impact using the usual investigatory methods.  Counsel for the defence argued that the use of the black box data violated Mr. Gauthier’s reasonable expectation of privacy.  However, Quebec Court Judge Louise Bourdeau held that the intrusion was minimal.
  Last October Mr. Gauthier was convicted of dangerous driving but cleared of criminal negligence charges.  Earlier this month he was sentenced to two years and three months of jail time and a three year driving ban.
  

  Although it appears in Canada, in light of the Gauthier decision, that a warrant is required to obtain the black box information, permission to search a vehicle results in much great intrusion on a privacy interest now than it would in the past by virtue of our increased use of gadgets, commercial tracking services and manufacturer installed data recording mechanisms.
  The fact that more information is available to law enforcement about our day to day activities, such as driving, further erodes what is private.  This problem will only get worse as more data gathering or data reporting devices are incorporated into consumer products.  In regards to the sensory technology in modern cars one commentator noted: 
“[m]ost advanced safety systems are equipped with sensors that look inside the car, tracking tire rotation, brake pressure and how rapidly a driver is turning the steering wheel….the Ford Freestar minivan weighs anyone who sits in the passenger seat with a flexible plastic scale in the cushion.  If a lightweight occupant like a small child is detected in the front passenger seat, the minivan will deactivate the frontal air bag so that it does not lead to an injury upon impact.”
  
These invasive features, motivated by the need for safety, end up revealing personal information about us.   Ironically, the danger with these gadgets in terms of privacy is that their use is primarily motivated by the need for public safety with the consequence that these features are more likely to become mandatory and not mere add-ons based solely on consumer preference.  As one commentator notes: “The EDR was originally intended as a diagnostic tool to determine what caused a car’s air bag to activate, but now insurance agents and police can use a car’s black box to reconstruct what happened before an accident.”
  The use of black box information in Gauthier demonstrates how minimally invasive, commercially motivated, safety oriented data gathering technology can mutate into an extremely invasive surveillance device as a result of new uses for the data that arise once in the hands of law enforcement agents.     

Black boxes could be the tip of the iceberg.  The incorporation of global positioning systems (GPSs) into cars has the potential to threaten our privacy in far more serious ways than existing EDRs.  OnStar, a driver assistance service created by General Motors that uses global positioning technology
,  is currently used by more than two million drivers in the U.S.  Drivers communicate with OnStar agents through a built-in cellphone.  OnStar agents in turn use global positioning technology to offer driver’s assistance either through navigational directions or by providing the location of cars that are involved in accidents to emergency response agencies.
  One commentator notes: “[t]he company can even send a signal to unlock car doors for locked-out owners, or blink the car’s lights and honk the horn to help people find their cars in an endless plain of parking spaces” or track a vehicle in order to assist in apprehending car thieves.

The pattern identified above in regards to black boxes may also be taking place in the context of global positioning systems.  Although OnStar and systems like it are partly designed as a feature of convenience, there is also a clear consumer safety motive behind such products.  This additional information about our day to day activities gathered by a feature of our vehicles provides more information to law enforcement about us than previously available through a search of our cars or the records held by our commercial vendors.  Recently, in  a U.S. federal appeals court decision
, the court objected to an order by the FBI that a vendor permit agents to eavesdrop on communications exchanged via an on-board device linked to a driver assistance service similar to OnStar. 
   The court describes how the on-board system can be used by law enforcement agents to monitor conversations within the vehicle: 

One feature of the System allows the Company to open a cellular connection to a vehicle and listen to oral communications within the car.  This feature is part of a stolen vehicle recovery mode that provides assistance to car owners and law enforcement authorities in locating and retrieving stolen cars.  The same technology that permits the interception of the conversations of thieves absconding with the car also permits eavesdropping on conversations within the vehicle
…

The Federal Bureau of Investigation (“FBI”), realizing that the System can be used as a roving “bug” and following the procedures mandated for “bugging” private individuals suspected of criminal activity, sought and obtained a series of court orders requiring the Company to assist in intercepting conversations taking place in the car equipped with the System.
 
The case was decided on the issue of safety rather than privacy. 
  The court states that the vendor’s objection to the FBI’s use of the service in recovery mode is that such action would render the emergency response services inoperable:

When the System is in stolen vehicle recovery mode, the customer cannot use any of the other System services….If the customer presses the emergency button or the airbags deploy while the recovery mode is enabled, it appears to the user that the system is attempting to open up a cellular phone connection to the response center but it is not.  Instead, an audio tone is sent over the already open connection.  The Company is concerned that if no operator is on the line and only the FBI is listening in, there will be no response to the subscriber’s emergency signaled by the transmitted tone. 

The court agreed that this would not be “‘a minimum of interference with the services’ that the Company ‘accord[s] the person whose communications are to be intercepted.’”
  The majority held that “the Company could not assist the FBI without disabling the System in the monitored car…[and that]…the order should not have [been] issued.”
  Thus, although the wiretap request was rejected, the safety benefits of this device arguably outweighed any potential threat to privacy in the court’s assessment.   
This threat to privacy is not limited to use of the information by law enforcement.  John Swartz notes the following example of private sector use (or abuse) of GPS technology: In 2002 “a small rental car company in New Haven, Acme Rent-a-Car, angered customers by using global positioning to fine them $150 for speeding.  The state’s department of consumer protection declared the fines illegal – but not the tracking.  The company appealed the consumer agency’s action, but in July a state judge rejected the appeal.”

As devices in cars become more sophisticated, the greater will be the threat to our privacy.   Vehicles currently under development will monitor our driving by looking at our use of steering wheels, pedals and turn signals to decide whether cellphones and other devices are too distracting; i.e., the car will “take away from the driver the responsibility for deciding when it is too dangerous to use a gadget.”
   Although merely in the experimental stage, such features, in conjunction with black box and global positioning systems data, could create a picture of a driver’s actions far more detailed than skid mark assessments and eyewitness accounts are likely to provide.
Global positioning systems, coordinated with handheld devices such as cellphones, are used to track information about consumers.  Popular with some parents who use the services to monitor their teenage children, electronic services such as uLocate and Wherify Wireless can be used to identify the physical location of cellphone users.
  One U.S. commentator notes: “[a] federal mandate that wireless carriers be able to locate callers who dial 911 automatically by late 2005 means that millions of phones already keep track of their owner’s whereabouts.  Analysts predict that as many as 42 million Americans will be using some form of ‘location-aware’ technology in 2005.” 
 
New information gathering devices are present in numerous commercial products.  Vendors are placing radio frequency tags on products to track items on their way from supplier to retailer.
  One commentator notes: in 2003, “Michelin began implanting matchhead-sized chips in tires that can be read remotely.  The company started using the chips to provide manufacturing information that could help spot failure trends and to comply with a federal law requiring close tracking of tires for recalls.  But privacy activists fear that the chips, which can be loaded with a car’s vehicle identification number, would allow yet another form of automated vehicle tracking.” 
  As data gathering as a result of purchasing and using commercial products becomes more ubiquitous and intrusive, the need for the courts to recognize a privacy interest in such data becomes imperative.  I submit that PIPEDA should be viewed as a signal to Canadian courts that the federal government has recognized an enhanced expectation of privacy in commercial data collected about individual consumers.
Regulating the collection, use and disclosure or commercial data
PIPEDA
Ensuring individual privacy in the commercial context, either through anonymity or through other means, is a paramount concern for privacy advocates.  Over the past several decades, governments have recognized the threat to privacy posed by the aggregation of data pertaining to individuals and have sought to regulate the collection, use and disclosure of personal information.
  Since January 1, 2004, PIPEDA has applied to provincial as well as federal organizations in Canada that collect, use or disclose personal information in the course of commercial activities, except in provinces who have passed substantially similar legislation.
  Yet, until very recently, PIPEDA was “only the second legislative initiative into the wholesale regulation of privacy and information practices in the private sector in North America.”
  Charnetski, et al., contend that PIPEDA carves out new legislative territory in Canada: “[w]hile regulation of privacy and the collection, use and disclosure of personal information has long been part of the legislative landscape applied to the public sector, the Act represents the first time federal legislation of general application in this area will regulate private enterprise.”
  Charnetski, et al., note that the protections in PIPEDA go beyond those found in the privacy legislation enacted by four common law provinces: 

The protections actually afforded in these Acts, though broadly construed, are somewhat limited…. because the statutory rights of action are framed as in respect of invasion of “privacy”, they would not extend to the collection, use or disclosure of information that is not private or which is publicly available.  This is a significant difference from the rights conferred under the [PIPEDA], which by virtue of the definition of “personal information” does not limit the protections thereunder to “private” information or information that is otherwise not disclosed” 
  
The stated purpose of Part 1 of PIPEDA, in particular the phrase “in an era in which technology increasingly facilitates the circulation and exchange of information”, indicates that the Act was passed in an attempt to address at least some of the broader trends that threaten privacy outlined earlier in this paper:

The purpose of this Part is to establish, in an era in which technology increasingly facilitates the circulation and exchange of information in a manner that recognizes the right of privacy of individuals with respect to their personal information and the need of organizations to collect, use or disclose personal information for purposes that a reasonable person would consider appropriate in the circumstances.

Cockfield, earlier making reference to the same phrase, contends that it is the increased data collection and surveillance conducted by private sector entities, facilitated by technological change, that has, in part, “motivated the passage of PIPEDA as a way to counter the perception that Canadians were losing their ability to keep certain aspects of their personal identity private.”
  Charnetski, et al. acknowledge that “[a]t its heart, the Act represents consumer protection legislation for the digital economy.” 
  Charnetski, et al. note:

The services made available by technological advancements, from debit cards to on-line shopping and trading, afford not only convenience to the consumer but also allow businesses to gather information about the person using the technology with relative ease and without the consent or knowledge of the consumer.  Out of a concern for the potentially deleterious effects that may result from the ease with which personal information can be collected in an electronic world, the Act establishes policies to protect personal information in this new and evolving environment.

Yet, as Charnetski, et al., point out, PIPEDA goes beyond protecting personal information in the context of online transactions: “It is sweeping legislation of broad application, which purports to regulate all collection, use and disclosure of personal information by private enterprise in the course of commercial activities, irrespective of whether such information has been obtained through or is related to on-line transactions or e-commerce.”

The operative provisions of PIPEDA are set out either in the body of the Act or in Schedule 1.  Colin H.H. McNairn, & Alexander K. Scott note: “[t]he Schedule restates, without modification, the fair information principles and commentary that comprise the Model Code for the Protection of Personal Information
…approved by the Standards Council of Canada in 1996…”
  The ten general principles in the Model Code are reproduced as Appendix A to this paper.  Under s. 4(1), Part 1 “applies to every organization in respect of personal information that (a) the organization collects, uses or discloses in the course of commercial activities…”  

Under ss. 7(1), (2) and (3) of PIPEDA organizations to which the Act applies require an individual’s knowledge and consent before his or her personal information may be collected, used or disclosed in the course of a commercial activity; unless the activity falls under an exemption listed in those subsections.   Personal information may be collected without knowledge or consent under s. 7(1)(b) if “it is reasonable to expect that the collection with the knowledge or consent of the individual would compromise the availability or the accuracy of the information and the collection is reasonable for purposes related to investigating a breach of an agreement or a contravention of the laws of Canada or a province” and under s. 7(1)(d) if “the information is publicly available and is specified by the regulations.”  In terms of disclosure, s. 7(3)(c) permits organizations to disclose personal information without the individual’s knowledge or consent in order “to comply with a subpoena, warrant, or requirement for production pursuant to an order or rule of court”.  Yet, under s. 7(3)(c.1) the exemption appears broader in scope:

s. 7(3)(c.1) made to a government institution or part of a government institution that has made a request for the information, identified its lawful authority to obtain the information and indicated that

(i) it suspects that the information relates to national security, the defence of Canada or the conduct of international affairs,

(ii) the disclosure is requested for the purpose of enforcing any law of Canada, a province or a foreign jurisdiction, carrying out an investigation relating to the enforcement of any such law or gathering intelligence for the purpose of enforcing any such law, or

(iii) the disclosure is requested for the purpose of administering any law of Canada or a province;

Considering the explicit nature of s. 7(3)(c) in regards to the judicial authorization requirement, the exemption under s. 7(3)(c.1) appears to have the potential for much broader application, and thus, results in reduced privacy protection.
 
Definition of “personal information”
 
s. 2(1) “personal information” means information about an identifiable individual, but does not include the name, title or business address or telephone number of an employee of an organization.
Charnetski, et al., note that the definition of “personal information” under PIPEDA includes “any information about a person who can be identified by the information itself, regardless of whether the information is confidential or not.”
   Charnetski, et al. contend that “[i]nformation that might not be useful in identifying someone is still personal if one knows by other means who the information is about.”
  This interpretation of the definition suggests that PIPEDA was drafted with the awareness of the threat of using aggregated data from various sources for the purpose of creating individual profiles.  Charnetski, et al., note that the definition is broad and “encompasses more than what might be traditionally considered private.” 
  McNairn and Scott note that information “…need not precisely identify an individual to be personal information; it is enough that a particular individual could be identified by considering the information in question along with other information that is well known or reasonably available.”
  

Definition of “commercial activtity” 

s. 2(1) “commercial activity” means any particular transaction, act or conduct or any regular course of conduct that is of a commercial character, including the selling, bartering or leasing of donor, membership or other fundraising lists.
Charnetski, et al., note that “commercial activity” is defined “very expansively, and in circular fashion, to include every transaction, act or conduct that is of a commercial character, whether it is a single transaction or occurs in the regular course of business conduct.” 

Would the data in the black box be personal information under PIPEDA?  Would the collection of the data pertaining to the brief moments before Mr. Gauthier’s crash be interpreted as a “commercial activity” in Canadian Courts?  Arguably, black box information and the data collected by services such as OnStar constitute personal information collected in the course of commercial activities.
Cockfield notes that PIPEDA manages the threat of government monitoring of our personal information by: 

(a) ensuring that there are no secret information gathering practices; (b) ensuring that individuals can find out what information about them has been collected and how it has been used; (c) ensuring that individuals can prevent the state from using information for a purpose other than that for which it was collected; (d) ensuring that individuals can amend incorrect information that has been collected; and (e) ensuring that the collected data is maintained in a secure area where it cannot be misused or tampered with.
  
Yet, as noted above, law enforcement agencies may be making a habit of using information collected by commercial entities for new purposes.   I submit that PIPEDA ought to be cited by Canadian courts as evidence that consumer information now carries an elevated expectation of privacy – specifically, an expectation that consumer information will not be used for a purpose other than the one stated when the data was collected, unless consent is acquired.  Although s. 7 of the Act provides exemptions for investigating breaches of the law I contend that this does not alter the fact that the bar has been raised in terms of the reasonable expectation of privacy standard in the context of consumer data search and seizures as a result of PIPEDA.  Whether a collection, use or disclosure is exempt under PIPEDA and whether it violates a reasonable expectation of privacy are two distinct examinations.
Part II: The Charter, The Reasonable Expectation of Privacy and Canadian Courts 

 
Although Canadian courts have not recognized an explicit right to privacy within the Canadian Charter of Rights and Freedoms (Charter)
, several listed fundamental freedoms have been interpreted to encompass a privacy right.  This privacy interest has been most fully examined by the Supreme Court of Canada within the context of s. 8.

Section 8 of the Charter states:
s. 8 Everyone has the right to be secure against unreasonable search or seizure

In R. v. Evans
, Sopinka J. stated in regards to s. 8:

What then is the purpose of s. 8 of the Charter? Previous decisions of this Court make it clear that the fundamental objective of s. 8 is to preserve the privacy interests of individuals.  As this Court stated in Hunter v. Southam Inc., [1984] 2 S.C.R. 145, at p. 160, the objective of s. 8 of the Charter is “to protect individuals from unjustified state intrusions upon their privacy”.  Clearly, it is only where a person's reasonable expectations of privacy are somehow diminished by an investigatory technique that s. 8 of the Charter comes into play.  As a result, not every form of examination conducted by the government will constitute a “search” for constitutional purposes.  On the contrary, only where those state examinations constitute an intrusion upon some reasonable privacy interest of individuals does the government action in question constitute a “search” within the meaning of s. 8.
 
In R. v. Edwards
, the Court stated that two inquiries must be made in determining the outcome of a s. 8 challenge:
The first is whether the accused had a reasonable expectation of privacy.  The second is whether the search was an unreasonable intrusion on that right.

The Court in Edwards, citing R. v. Wong
 and R v. Colarusso
, stated that “[a] reasonable expectation of privacy is to be determined on the basis of the totality of the circumstances” and that “[t]he factors to be considered in assessing the totality of the circumstances may include, but are not restricted to, the following:

(i) presence at the time of the search;

(ii) possession or control of the property or place searched;

(iii) ownership of the property or place;

(iv) historical use of the property or item;

(v) the ability to regulate access, including the right to admit or exclude others from the place;

(vi) the existence of a subjective expectation of privacy; and

(vii) the objective reasonableness of the expectation.

Recently, in R. v. Law
, in which the accused were held to have an expectation of privacy in the contents of a locked safe that had been reported as stolen, the Court stated:
This Court has adopted a liberal approach to the protection of privacy.  This protection extends not only to our homes and intimately personal items, but to information which we choose, in this case by locking it in a safe, to keep confidential…

Therefore, in order to determine whether a search has occurred it must be considered whether the individual claiming s. 8 protection had a reasonable expectation of privacy. 
    Furthermore, the Court in Law, citing Hunter v. Southam Inc.
 and R. v. Collins
, stated:
In the absence of prior judicial authorization, a search or seizure will be reasonable if it is otherwise authorized by law, and both the law itself and the manner in which the search was carried out are reasonable…

In light of s. 32 of the Charter it is apparent that s. 8 is intended to apply only to state actions.  Consequently, it is uncertain how s. 8 will apply in a situation where a search or seizure is conducted by a private individual independent of the state’s influence.  James A. Fontana notes that “[t]he judicial approach to these questions, in the limited jurisprudence available, indicates that the courts will apply the Charter to areas of private search, usually by conferring the status of agent upon the individual conducting the search where it can be connected to some legitimate anti-criminal purpose.” 
  
Yet, even if a s. 8 violation is established, an accused must still make an application under s. 24(2) of the Charter in order to seek to have the evidence that was obtained through the unlawful search excluded.  Section 24(2) states:

24(2) Where, in proceedings under subsection (1), a court concludes that evidence was obtained in a manner that infringed or denied any rights or freedoms guaranteed by this Charter, the evidence shall be excluded if it is established that, having regard to all the circumstances, the admission of it in the proceedings would bring the administration of justice into disrepute.

The Court in Law, citing Collins stated:
Evidence obtained in violation of s. 8 of the Charter will not be excluded unless, having regard to all the circumstances, its admission would bring the administration of justice into disrepute.
…

In Collins…this Court grouped the circumstances to be considered under s. 24(2) into three categories: (1) the effect of admitting the evidence on the fairness of the subsequent trial, (2) the seriousness of the police’s conduct, and (3) the effects of excluding the evidence on the administration of justice.

In regards to the “trial fairness” head of the Collins test the Court in Law stated:
The concept of trial fairness is ultimately concerned with the continued effects of unfair self-incrimination on the accused; thus, the principal (though not exclusive) considerations at this stage will be the nature of the evidence obtained and the nature of the right violated….The leading case on this issue is [R. v. Stillman
] which held that the admission of “conscriptive” evidence, whether self-emanating or derivative, would generally affect the fairness of the trial.  Evidence will be classified as conscriptive where “an accused, in violation of his Charter rights, is compelled to incriminate himself at the behest of the state by means of a statement, the use of the body or the production of bodily samples”

A common instance of law enforcement agents searching commercial data held by a third party vendor as part of a criminal investigation of a consumer occurs in the context of obtaining information from hydro companies pertaining to the electricity usage of customers who are suspected of cultivating marijuana.
  The leading case on such searches is R v. Plant.
  In Plant, upon receiving an anonymous tip in regards to a marijuana grow operation in the basement of a house, police used a terminal linked to the city of Calgary utility mainframe to check the electrical consumption at a specified address.  The access was password protected.   Investigators, “upon comparison of the electrical consumption [at Mr. Plant's residence]...over the prior six-month period with two other comparably sized residences in the city of Calgary, determined that consumption at that address was four times the average of the other two over the same period” and was at levels  “consistent with other hydroponic marijuana operations and use of high voltage grow lights.”  After conducting a perimeter search, police obtained a search warrant.  Although convicted of unlawful cultivation of marijuana, Mr. Plant was acquitted of the charge of possession of marijuana for the purposes of trafficking. 
 


On appeal at the Supreme Court of Canada, the Court, citing Hunter v. Southam Inc. and R. v. Dyment
 stated that s. 8 protects people and not property and, thus, it is “unnecessary to establish a proprietary interest in the thing seized.”
   Consequently, Sopinka J. disagreed with the Court of Appeal of Alberta “which relied on the absence of a proprietary interest on the part of the appellant in the computer information.” 
  While the Court acknowledged that it had previously addressed the issues of electronic taping of private communications by state agents (citing R. v. Duarte
), videotaping activities within a hotel room (citing Wong) and “seizure by state agents of a blood sample taken by medical personnel for medical purposes” (citing Dyment), each of which violated s. 8 “…in that the dignity, integrity and autonomy of the individual are directly compromised”, the Court, prior to Plant, had not dealt with the possibility of s. 8 implications related to “state inspection of computer records”.
  The Court stated: “[s]ome indication of the parameters of the protection afforded by s. 8 with respect to informational privacy can be derived from the following passage from the reasons of La Forest J. in Dyment…commenting on the Report of the Task Force on privacy and Computers:

In modern society, especially, retention of information about oneself is extremely important.  We may, for one reason or another, wish or be compelled to reveal such information, but situations abound where the reasonable expectations of the individual that the information shall remain confidential to the persons to whom, and restricted to the purposes for which it is divulged, must be protected.

This approach appears to be reflective of the spirit behind PIPEDA.  In particular, the requirement that information be “restricted to the purposes for which it is divulged” is one of the core principles represented in PIPEDA.

The Court in Plant, went on to outline a contextual approach to determining the privacy protection that ought to be afforded information about an individual:

Consideration of such factors as the nature of the information itself, the nature of the relationship between the party releasing the information and the party claiming its confidentiality, the place where the information was obtained, the manner in which it was obtained and the seriousness of the crime being investigated allows for a balancing of the societal interests in protecting individual dignity, integrity and autonomy with effective law enforcement.  It is, then, necessary to apply this contextual approach to the facts of the case at bar. 

The Court cites the United States Supreme Court decision United States v. Miller
, in which “the accused’s cheques, subpoenaed for evidence from a commercial bank, were not subject to Fourth Amendment protection.”
  Sopinka J., writing for the majority, states in respect to Miller: 

While I do not wish to be taken as adopting the position that commercial records such as cancelled cheques are not subject to s. 8 protection, I do agree with that aspect of the Miller decision which would suggest that in order for constitutional protection to be extended, the information seized must be of a “personal and confidential” nature. 

Sopinka J. went on to qualify the court’s position on what types of information warrant protection:

In fostering the underlying values of dignity, integrity and autonomy, it is fitting that s. 8 of the Charter should seek to protect a biographical core of personal information which individuals in a free and democratic society would wish to maintain and control from dissemination to the state.  This would include information which tends to reveal intimate details of the lifestyle and personal choices of the individual. 
…

This is not to suggest that records prepared in a commercial context can never be subject to the privacy protection afforded by s. 8 of the Charter.  If commercial records contain material which meets the “personal and confidential” standard set out above, the commercial nature of the relationship between the parties will not necessarily foreclose a s. 8 claim.

In applying the approach outlined above to the facts of this case, Sopinka J. concluded:
The computer records investigated in the case at bar while revealing the pattern of electricity consumption in the residence cannot reasonable be said to reveal intimate details of the appellant’s life since electricity consumption reveals very little about the personal lifestyle or private decision of the occupant of the residence.

In contrast, data related to a customer’s electricity consumption, arguably, qualifies as personal information under PIPEDA since it is information about an identifiable individual.  In the post-PIPEDA era individuals should have an acknowledged privacy interest in such information.
Sopinka J. concluded that there was no expectation on the part of Mr. Plant that the commercial information would be treated with confidentiality: 
The nature of the relationship between the appellant and the Commission cannot be characterized as a relationship of confidence.  The Commission prepared the records as part of an ongoing commercial relationship and there is not evidence that it was contractually bound to keep them confidential. 
  
Sopinka J. concluded that the fact that the utility permitted police to access the commercial data and the fact that it is possible for members of the public to make similar inquires with respect to electricity consumption, is evidence that suggests the relationship between Mr. Plant and the utility was not one of confidence and that Mr. Plant did not have an expectation of privacy in the information in question:
Although it has been indicated that some utilities commissions have developed policies against releasing consumption information to police…it was clearly the policy of the Calgary Commission to permit police access to the computer data bank, albeit through a computer password.  Further, it is generally possible for an individual to inquire with respect to the energy consumption at a particular address, so that this information is subject to inspection by members of the public at large.  The accessibility of the information to the public is, in my view, more relevant to the issue than the policy of release developed by the Calgary Commission since the primary concern in this analysis is the expectation of privacy held by the person whose information was released rather than the manner in which the body releasing the information categorized it.

Sopinka J. concluded that “the place and manner of the search were in keeping with what could reasonably have been expected by the appellant. 
  Sopinka J. found that Mr. Plant had “failed to bring this search within the parameters of s. 8 of the Charter”
  After analyzing the remaining issues in the case the Court concluded that the warranted search was reasonable and did not violate s. 8 and that “the evidence was properly admitted by the trial judge despite the s. 8 violation which resulted from the warrantless perimeter search.” 
  

Yet, is the situation today not different in the context of PIPEDA?  Now there appears to be a statutory obligation to treat “records as part of an ongoing commercial relationship” with confidentiality.  Although there are exemptions available under s. 7 of PIPEDA pertaining to investigations by law enforcement, this does not change the fact that a privacy interest has now been recognized in personal information which is collected in the course of commercial activities.  I submit that the dissent opinion of McLachlin J. (as she then was) in Plant is more in line with present day standards in the post-PIPEDA era.
McLachlin J. issued a strong dissent in regards to the commercial records search.
   In regards to determining whether a reasonable expectation of privacy exists in such records, McLachlin states: 
The question in each case is whether the evidence discloses a reasonable expectation that the information will be kept in confidence and restricted to the purposes for which it is given.  Although I find the case of electricity consumption records close to the line, I have concluded that the evidence here discloses a sufficient expectation of privacy to require the police to obtain a warrant before eliciting the information.  I conclude that the information was not public, since there is no evidence suggesting that this information was available to the public and the police obtained access only by reason of a special arrangement.  The records are capable of telling much about one's personal lifestyle, such as how many people lived in the house and what sort of activities were probably taking place there.  The records tell a story about what is happening inside a private dwelling, the most private of places.  I think that a reasonable person looking at these facts would conclude that the records should be used only for the purpose for which they were made -- the delivery and billing of electricity -- and not divulged to strangers without proper legal authorization. 

This statement is certainly more in line with the purpose of and principles underlying PIPEDA.  McLachlin notes in regards to the utility records: “While not as revealing as many types of records, they can disclose important personal information.” 
  Although McLachlin J. does not state that the data is personal information, she does conclude that it could disclose personal information.  I return to McNairn and Scott’s interpretation of the definition of “personal information” under PIPEDA: the information “…need not precisely identify an individual to be personal information; it is enough that a particular individual could be identified by considering the information in question along with other information that is well known or reasonably available.”
  Considering these positions in regards to personal information, arguably electricity consumption data would qualify as personal information in the post-PIPEDA context.
Furthermore, McLachlin J. disagrees with the majority that the information was generally available to the public.  She notes: 
…the evidence…suggests that the records were not open to the public, and that the police were able to access them only by using a special computer number which they had been given in confidence.  This is an important factor; had I been able to conclude that the records were open to the public, I might well have concluded with my colleague that the appellant had no expectation of privacy in the records. 

Now, arguably, such information would not be available to the public by virtue of PIPEDA unless consent to do so has been obtained.  As McLachlin J. suggests, this was critical factor in making her determination.  Perhaps the Court would have held differently if legislation such as PIPEDA had impeded public access to the utility consumption records.  Even if such legislation would not prevent access by state agents, it would be evidence of a reasonable expectation of privacy on the part of the consumer.
In Gauthier the accused claimed that he had a privacy interest in the information about him collected through the black box that was installed in his car.  The court in Gauthier citing R. v. Wise
 concluded that Mr. Gauthier had a reduced expectation of privacy under the circumstances.
  In Wise the appellant was suspected of involvement in a recent murder that police believed was linked to a series of homicides.
  Police had attached an electronic tracking device (or “beeper”)
 to the appellant’s car after a warrant to search the car had expired. 
  The Court in Wise found that there is a reduced expectation of privacy in a motor vehicle.  The Court states:

The expectation of privacy in a vehicle cannot be as great as that contended by my colleague.  For the safety and well-being of society, motor vehicles and their drivers are subject to a great many statutory requirements, conditions and regulations.  Almost every aspect of the use of a motor vehicle is controlled.  The side of the road on which a car may be driven; the speed at which it may proceed; when it may overtake and where it may overtake another vehicle; where and when it must stop; the mechanical condition of the vehicle; the installation of certain accessories, be they required or prohibited; the places where a vehicle may park:  all these and many more are circumscribed by various Acts and regulations.

…A reasonable level of surveillance of each and every motor vehicle is readily accepted, indeed demanded, by society to obtain this protection.  All this is set out to emphasize that, although there remains an expectation of privacy in automobile travel, it is markedly decreased relative to the expectation of privacy in one's home or office. 

In Gauthier, the court citing R. v. Belnavis
, also stated that there is a reduced expectation of privacy in a motor vehicle.

On the issue of whether there was a s. 8 violation on either issue, the Court in Wise held: 

In this case, it has been fairly conceded that the installation of the beeper in the interior of the motor vehicle constituted a search which breached the provisions of s. 8 of the Charter.  Since the beeper monitoring of the appellant's vehicle invaded a reasonable expectation of privacy, this police activity also constituted a search. Absent prior authorization, such a search will be prima facie unreasonable and therefore in violation of s. 8.  As there was no prior authorization for the installation and use of the beeper device, the monitoring violated the appellant's s. 8 right to be free from unreasonable search.  At the same time, however, the lessened privacy interest combined with the use of an unsophisticated device establish that the search was only minimally intrusive.  This minimal intrusion and the urgent need to protect the community provide the context in which the s. 24(2) analysis should be made. 

In looking at the issue of trial fairness as part of the s. 24(2) analysis the court in Wise states: “[i]n determining fairness, the nature of the evidence obtained must be considered.  The admission of real evidence as a result of a Charter violation will rarely result in a finding of unfairness.”
  The Court went on to conclude that “…the movements of the car constituted real evidence”. 
  The Court states:
There was no police compulsion or enticement which required the appellant to enter or drive his car.  Rather he exercised his own free will.  It was the accused who determined that he would drive his car, the routes he would follow and the manner in which he drove.  The movement of an object may be transitory but it is real….This evidence could be considered conscriptive if the actions of the police forced or perhaps enticed the accused to utilize his vehicle and to follow prefixed routes in arriving at destinations selected by them. 

La Forest, in dissent in Wise, concluded that the beeper information was conscriptive:

In the present case, the distinction between real and conscriptive evidence does not appear all that useful and, indeed, is not easy to make.  The evidence is not really conscriptive in the sense that the accused was never induced by the police to create evidence against himself.  However, as the trial judge notes, as a result of the employment of the tracking device, the appellant was potentially creating evidence against himself every single time he went out in his car.  Such evidence would not have existed were it not for the tracking device because visual contact with the accused had been lost.  In short, a large part of the evidence against the accused is that he was tracked by unconstitutional means to the area where the crime occurred.  It seems to me, therefore, that this factor weighs in favour of the appellant. 
  

In Gauthier, the court held that the discovery of the EDR data did not depend on the participation of the accused and, therefore, was not conscriptive.
  Yet, the more sophisticated that monitoring technologies become the more likely that an accused’s culpability in an accident will be able to be established beyond a reasonable doubt based solely on the data acquired through the features in the accused’s motor vehicle; this will be the consequence of having every move and every decision monitored as we use our commercial products.  Arguably, such information can only be obtained with the participation of an accused.
Yet, in Wise, as with Plant, it appears that it is the dissenting reasons that appear more in line with the new obligations and privacy expectations acknowledged in PIPEDA and with the technologies that have emerged in the consumer context over the past decade.  For instance, given the invasive character of today’s global positioning systems and the existence of PIPEDA legislation, would the Court decide Wise differently if it took place now and involved an OnStar service?  The Court in Wise stated in reference to the beeper: 

How very different a device such as this is, in its operation and in its effect on the individual, from a hidden video camera or an electronic monitor that surreptitiously intercepts private communications. 

Yet we know from the U.S. federal appeal court decision discussed earlier in this paper
 that now OnStar and systems like it are capable of intercepting private communications.  

La Forest, in dissent, seems to have predicted the dilemma we are now faced with in terms of current consumer gadgets.    He concluded the following, criticizing the finding of the majority in regards to the beeper’s level of sophistication:

...I am not impressed by the fact that the beeper in this case was a rather unsophisticated device.  As we saw, the police with admirable ingenuity were able to track the location of the appellant at all times.  But quite apart from this, in this era of explosive technology, can it be long before a device is developed that will be able to track our every movement for indefinite periods even without visual surveillance?....This is the time to begin regulating the use of electronic tracking devices while they are still in their infancy and before the law enforcement authorities begin routinely using them as part of their work habits. 
    

Defence counsel in Gauthier also claimed that the EDR data was collected in violation of s. 8 of the Quebec’s  An Act respecting the Protection of Personal Information in the Private Sector
, which is substantially similar to PIPEDA.  s. 8 states:

8.  A person who collects personal information from the person concerned must, when establishing a file on that person, inform him
1)  of the object of the file; 

2)  of the use which will be made of the information and the categories of persons who will have access to it within the enterprise;

3)  of the place where the file will be kept and of the rights of access and rectification.

Mr. Gauthier was unaware that the black box was in his car. 
  He argued that the information was collected in violation of s. 8 of the Quebec legislation.
  The Court held that the information did not violate the Quebec legislation since it was not personal information about an identifiable individual:
l'application de la Loi provinciale sur la protection des renseignements personnels dans le secteur privé: les informations contenues dans la boîte noire ne constituent pas des renseignements personnels au sens de l'article 1 de la loi, en ce qu'ils ne permettent pas d'identifier un individu. L'article 8 de la loi n'a donc pas d'application.

Yet, this information, at least under PIPEDA, arguably, is about an identifiable individual.  There was no doubt that the information pertained to Mr. Gauthier.  It ought to be recognized as personal information under Quebec’s substantially similar legislation also.  The Quebec legislation defines personal information under s. 2 as “…any information which relates to a natural person and allows that person to be identified.”
  Although Gauthier is authority in Canada for the position that black box data is not personal, in the near future, as the features in cars become more sophisticated, perhaps the data obtained from vehicles will be viewed as being personal.   
Although it seems clear, in light of the Gauthier decision, that law enforcement agents still require a warrant in order to access the black box data, the situation in regards to private sector entities who are not acting as agents of the state is less clear.  Privacy advocates are also concerned about the “lack of legal clarity about who can gain access to location information…” obtained using GPS technology.
  Some insurance industry officials claim that for the purposes of litigation “policyholders have an obligation to give adjusters access to a damaged vehicle, including the EDR.”
  One commentator, a lawyer who specializes in insurance claims, noted in regards to collision claims, that when the firm takes possession of the wrecked vehicle it also takes ownership of the EDR data. 
   Whether PIPEDA provides any new protection in regards to investigations of private entities is uncertain.  McNairn and Scott note:

“…is likely to inhibit private investigators in their collection of personal information about the subjects of their investigations when those investigations are not designed to uncover the breach of an agreement or a contravention of the law.  The Privacy Comissioner of Canada has suggested that a private investigator may be able to take advantage of any consent to the indirect collection of personal information that has been obtained by the person who has retained the investigator.  For example, an investigator engaged by an insurance company to look into possible fraud in an insurance claim could rely on a consent given by the policyholder, at the time the policy was issued, to the investigation of any claim that might be made under the policy.  However, that kind of consent will not always be available and may be too general to support the collection of personal information from third parties.”

Canadian courts need to clarify these issues and catch up with emerging technologies.  Current initiatives by provincial governments and the federal government to recognize and protect consumers’ privacy interest in their personal information when it is collected, used and disclosed in the commercial context ought to be reflected in the common law.  
Canadian Courts Must Adopt a New Approach
A recent move by the government of Ontario demonstrates how the monitoring that occurred in Plant is primitive compared with the commercial tracking and invasive data collecting taking place now and in the foreseeable future.  The provincial government “has ordered power utilities to install 800,000 ‘smart’ meters in homes and small business over the next three years that will not only track how much power you’re using, but when you’re using it.”  Premier Dalton McGuinty, in a speech to the legislature promoting the move as an energy conservation initiative noted that “old-fashioned energy meters only record how much energy is being used, not when it is being used…” The government intends to have a “smart” meter installed in every residence and small business in the province by 2010.
  Although the Ontario information and privacy commission’s communications co-ordinator Bob Spence has been reported as saying that the proposal does not raise any privacy issues and is “simply a pricing issue”,
 I respectfully disagree with that position.

It will not be long before the data stored in the black boxes in today’s cars is also considered to be rudimentary.  This trend demonstrates how critical it is for Canadian Courts to take a more aggressive approach in recognizing a privacy interest in the commercial data collected about us every day.  The Courts must recognize that personal information is comprised of various pieces of consumer information which together create profiles of individuals.  Canadian courts must acknowledge this and recognize a privacy interest in the ‘information parts’ themselves in order to protect the profile that is merely the ‘sum of those parts.’  The emerging trend of tools initially designed to monitor consumers in the interests of safety being converted into tools of surveillance must be acknowledged and restricted Canadian courts.  Finally, in acknowledgement of these changes in technology, in policy and in commercial practice, Canadian courts must modify the reasonable expectation of privacy standard so that the privacy interest consumers have in routinely collected commercial data is respected by law enforcement agents.
The appeal case of R. v. Tessling
 heard this month at the Supreme Court of Canada, presents an opportunity for the Court to re-evaluate, if only in obiter, its approach to privacy in the commercial context.  In Tessling the Crown sought to defend the unauthorized use of forward looking infrared (FLIR), thermal imaging technology to expose marijuana grow-ops in private residences.  Mr. Tessling had been acquitted by the Ontario Court of Appeal who found that the unauthorized use of FLIR violated Tessling’s reasonable expectation of privacy in his home and the evidence obtained as a result of the aerial FLIR search was excluded.
   Abella J. of the Ontario Court of Appeal distinguishes the situation in Tessling from the one in Plant: 
An individual's expectation that the state will respect the privacy of information about activities in his or her home, is a manifestly reasonable one. Unlike Plant, where the information sought by the state is already known and in the hands of a third party, namely the utility company, this is information unknowable without the FLIR technology. 

...

The FLIR represents a search because it reveals what cannot otherwise be seen and detects activities inside the home that would be undetectable without the aid of sophisticated technology.

Does not the existence of PIPEDA suggest a reasonable expectation of privacy in the commercial information held by a third party utility company?  Abella J.’s reasons do not suggest as much.  However, PIPEDA did not apply in terms of provincial organizations in Ontario until January 1, 2004; after the appeal court decision.  If the Supreme Court of Canada fails to reconsider the Plant decision in light of PIPEDA it is unlikely that a change in approach will come soon.  
Appendix A

Excerpts from Schedule 1 (Section 5) of PIPEDA: Principles Set Out in the National Standard of Canada Entitled Model Code for the Protection of Personal Information, CAN/CSA-Q830-96

4.1 Principle 1 -- Accountability

An organization is responsible for personal information under its control and shall designate an individual or individuals who are accountable for the organization's compliance with the following principles.

…

4.2 Principle 2 -- Identifying Purposes

The purposes for which personal information is collected shall be identified by the organization at or before the time the information is collected.

…

4.3 Principle 3 -- Consent

The knowledge and consent of the individual are required for the collection, use, or disclosure of personal information, except where inappropriate.

…

4.4 Principle 4 -- Limiting Collection

The collection of personal information shall be limited to that which is necessary for the purposes identified by the organization. Information shall be collected by fair and lawful means.

…

4.5 Principle 5 -- Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by law. Personal information shall be retained only as long as necessary for the fulfilment of those purposes.

…

4.6 Principle 6 -- Accuracy

Personal information shall be as accurate, complete, and up-to-date as is necessary for the purposes for which it is to be used.

…

4.7 Principle 7 -- Safeguards

Personal information shall be protected by security safeguards appropriate to the sensitivity of the information.

…

4.8 Principle 8 -- Openness

An organization shall make readily available to individuals specific information about its policies and practices relating to the management of personal information.

…

4.9 Principle 9 -- Individual Access

Upon request, an individual shall be informed of the existence, use, and disclosure of his or her personal information and shall be given access to that information. An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate.

…

4.10 Principle 10 -- Challenging Compliance

An individual shall be able to address a challenge concerning compliance with the above principles to the designated individual or individuals accountable for the organization's compliance.
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